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MEDIA RELEASE

DATE: January24,2019[4:45PM]

Sheriff'sOffice Warnsthe Communityof PhishingScamUsing Sheriff's Office Email Address

The Sheriff'sOffice hasreceivedntelligenceof a “phishing” scamthatis goingaroundusingthe emailaddres®f
the Sheriff's Office Crime PreventionCoordinator. Theemailmessagstateghata contractis in the procesof
beingterminatedwith aninvoice attachedor therecipientto review.

“Phishing”is aspinon theword fishing, becausscammersreusinga fake emailthatappearso befrom a
legitimatesourcewith the hopethattherecipientwill “bite” by providinginformationsuchascreditcardnumbers,
accountnumberspasswordsiisernameandmore.

The Sheriff's Office would like the communityto be awareof “phishing” emailscams.Herearea coupleof clues
to helpyouridentity thesetypesof emails:

» Lack of personafreetingor customizednformationwithin amessage

* Requestyou to confirm or providepersonalnformation

* Includesscaretacticsor urgentrequestgo respond

» MisspelledURLSs, spellingmistakespr the useof sub-domains

» Links within the body of theemailmessage

* Emailincludessuspiciousattachments

If you suspectyouremailis aphishingscam hereareafew safetytips you canfollow:
» Do notopentheemail. You maycompromisehesecurityof your informationby openingthe email
* Deleteit immediately
» Don’t give personainformation
» Do notdownloadany attachments
* Neverclick onthelinks thatappeatin themessageLinks embeddednaydirectyou to fraudulentwebsites
Do notreply or forwardthe email

Again the Sheriff'sOffice would like to remindcitizensNOT to give moneyor personainformationoverthe

phoneor email.If you haveinformationor havefallen victim to this scam pleasecontactyour local law
enforcemenagency.
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The Sheriff's Office has received intelligence of a “phishing” scam that is going around using the email address of the Sheriff’s Office Crime Prevention Coordinator.  The email message states that a contract is in the process of being terminated with an invoice attached for the recipient to review. 

“Phishing” is a spin on the word fishing, because scammers are using a fake email that appears to be from a legitimate source with the hope that the recipient will “bite” by providing information such as credit card numbers, account numbers, passwords, usernames and more. 

The Sheriff’s Office would like the community to be aware of “phishing” email scams.  Here are a couple of clues to help your identity these types of emails:  
     • Lack of personal greeting or customized information within a message
     • Requests you to confirm or provide personal information  
     • Includes scare tactics or urgent requests to respond 
     • Misspelled URLs, spelling mistakes, or the use of sub-domains  
     • Links within the body of the email message
     • Email includes suspicious attachments 

If you suspect your email is a phishing scam, here are a few safety tips you can follow: 
     • Do not open the email.  You may compromise the security of your information by opening the email 
     • Delete it immediately 
     • Don’t give personal information 
     • Do not download any attachments 
     • Never click on the links that appear in the message.  Links embedded may direct you to fraudulent websites 
     • Do not reply or forward the email 

Again the Sheriff's Office would like to remind citizens NOT to give money or personal information over the phone or email. If you have information or have fallen victim to this scam, please contact your local law enforcement agency. 
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